
THE BLACKBERRY GUIDE 
TO MOBILE HEALTHCARE
Strategies, Tactics, and Case Studies for CIOs and other Leaders



THE BLACKBERRY GUIDE 
TO MOBILE HEALTHCARE
Strategies, Tactics, and Case Studies for CIOs and other Leaders



4 5

Table of Contents

The BlackBerry Guide to Mobile Healthcare: Strategies, Tactics and Case Studies for CIOs 
and other Leaders.

Published by BlackBerry Ltd. 2200 University Ave. E Waterloo, ON, Canada N2K 0A7

To download PDF or e-book copies of The BlackBerry Guide to Mobile Healthcare,  
visit http://web.blackberry.com/enterprise/industries/healthcare.html 
Copyright © 2015 BlackBerry Ltd. All rights reserved.

BlackBerry and the BlackBerry logo are trademarks of BlackBerry, Ltd. or its subsidiaries. 
® indicates registration in the United States. All other trademarks are the property of their respective owners.

U.S. Library of Congress Cataloging-in-Publication Data

BlackBerry Ltd. The BlackBerry Guide to Mobile Healthcare.

Edited by Sarah Burt, Sara Jost, and Eric Lai.  
p.cm. 
ISBN 978-1-943842-37-7 
1. Healthcare IT.  2. Enterprise Mobility.  3. Information Technology.  4. Mobile Healthcare.

U.S. Library of Congress Class and Year: TK5103.2 .H84 2015 
Library of Congress Control Number: 2014946844

Except as permitted under the United States Copyright Act of 1976, no part of this publication may be 
reproduced or distributed in any form or by any means, or stored in a database or retrieval system, without 
the prior written permission of the publisher.

Thanks to: 
Project manager: Jill Thater 
Copy editors: Carla Thornton, Giovanna Heffernan, Karen Grierson  
Designers & Printers: The PD Group – thepdgroup.com 
Executive Sponsors: Marty Beard, Mark Wilson, and Jennifer Doidge 
Read Bizblog.BlackBerry.com, and follow us at Twitter (@BlackBerry4Biz), 
LinkedIn.com/Company/BlackBerry and SlideShare.net/BlackBerry

The BlackBerry Guide to Mobile Healthcare The BlackBerry Guide to Mobile Healthcare

30	 Why Mobile Security  
	 Could Be Your Organization’s 
	 Weakest Link

34	 How to Identify Mobile  
	 Risks and Understand the  
	 Key Threats

40	 Enabling New Business 
	 Functionality Through Secure 
	 File Sharing

46	 Case Study: 
	 Leading US Hospital-Based 
	 Clinical Outsourcing Firm  
	 Adopts WatchDox for Mobile 
	 Collaboration

Chapter 2 

Mobility Risks in Healthcare

14	 Mobile Medicine: 
	 How Mobility is Changing 
	 Healthcare

24	 Healthcare of the Future: 
	 The Mackenzie Health 
	 Innovation Unit

Chapter 1 

The Changing Face of Healthcare

10	 By John S. Chen, Executive Chairman and Chief Executive Officer, 
	 BlackBerry Ltd.

Foreword

Mobility Offers Huge Potential Benefits  
for Healthcare. Let’s Take Advantage of Them.



6 7The BlackBerry Guide to Mobile Healthcare The BlackBerry Guide to Mobile Healthcare

78	 BYOD, CYOD, COPE, COBO: 
	 Which is Best?

82	 A Primer for Deploying EMM  
	 in Your Healthcare Organization

86	 Containerization:  
	 Finally, A Way To Keep Work 
	 Separate

90	 Case Study: 
	 Healthcare Provider  
	 Chooses BES12 Enterprise 
	 Mobility Management  
	 for Security and Productivity

Chapter 4 

Cross Platform EMM

96	 Mobilizing Clinicians for Better 
	 Patient Care

100	 Mobilizing Nurses: 
	 The Heart of Your Hospital

104	 Lines of Contact: Selecting  
	 a Secure Messaging Option for 
	 Your Healthcare Organization

110	 Case Study: 
	 This Hospital Chose  
	 BlackBerry for Security,  
	 Coordination, and Better Care

114	 Getting Smart About 
	 Alerts and Notifications

118	 Mobilizing Clinical Images 
	 Securely

122	 Leveraging the Potential  
	 of BYOD

126	 Case Study: 
	 University Health System 
	 uses BBM Protected, BES10 
	 and More to Help Improve 
	 Patient Care

130	 TCO of Clinical  
	 Collaboration

Chapter 5 

Clinical Collaboration

136	 How Mobility Can Save  
	 Your Hospital From Coordination 
	 Frustration

144	 Is Mass Notification  
	 Software in Your Crisis  
	 Communications Plan? 

Chapter 6 

Staff Coordination

52	 Architecting Your Healthcare 
	 Infrastructure

56	 Picking Your First Project: 
	 How to Create a Mobile Strategy 
	 for Your Healthcare Organization

62	 How to Calculate the TCO 
	 of Your Mobile Deployments

66	 How to Design Mobile  
	 Solutions for Value-Based  
	 Cares

70	 Considerations for Creating 
	 Secure Mobile Apps

Chapter 3 

Developing Your Mobile Strategy

140	 Case Study: 
	 Optimizing Patient Outcomes 
	 and Reducing Wait-Times  
	 by Mobilizing Hospital Staff  
	 with BlackBerry




